PoyTtep iRZ RLO1

Kpatkoe onucaHue
e 4G, ckopocTb A0 100M6/c
o [logaepKa asyx SIM-kapT
e 1xEth.nopt-10/100, LAN/WAN
e PPTP, L2TPv2/v3, GRE, OpenVPN, EolP
e OCHa 6a3ze OpenWRT

NonHoe onucaHue

KomnakTHbI poyTep iRZ RLO1 c nogaepxkkoi agyx SIM-kapT npeagHasHavyeH aaa nepegaydym AaHHbIX Mo

CEeTAM COTOBOW CBA3U C UCNOo/b30BaHMeM TexHonoruin LTE/HSPA+/UMTS/EDGE/GPRS. PoyTep ocHalleH
coToBbiM Mmoayniem LTE Cat.4, KoTopbiii 0becneynBaeT BbICOKOCKOPOCTHOW 06MeH AaHHbIMM (Mpuem Ao
150 M6ut/c, nepegaya Ao 50 Méut/c).

[na makcumanbHo 3GPeKTUBHOIO MCMOAb30BaHUA poyTepoB iRZ cneunanbHo pa3paboTaHo BCTPOEHHoe
MO Ha ocHoBe OpenWRT Bepcuu 19. OTKpbITas nnatdopma NO3BONSET NOCTOAHHO PACLUMPATL U
06HOBAATL GYHKLUMOHAN C yHETOM MHOMKECTBA CLEHAPMEB UCMO/Ib30BAHMS.

PoyTep nogaep:uBaet cneaytowme cetesble pyHKLUMnM: DNS, DynDNS, DHCP Server, Firewall, NAT, NTP
Client, NTP Server. Moaaepskka TyHHenen PPTP, L2TPv2/v3, GRE, OpenVPN, EolP obecneunsaer 3awuty
nepeaaBaemMbix gaHHbIX. HaunHas c Bepcmmn 20.1 BHyTpeHHero N0 goctynHa noaaeprkka Habopa
npoTtokonos IPSec.

YCTPOMCTBO NOAAEPKMBAET BO3MOMKHOCTb NMUTaHUA passive POE. LUMpPoKuii gruanasoH paboumx
Temnepatyp (—40...+65°C) No3BONSET MCMNOb30BATb POYTEP B PA3/INMYHbIX KNTMMATUYECKUX YCA0BUAX.
RLO1 npepHasHauyeH ans 6ecnpoBOAHOIO U NPOBOAHONO MOAKIOYEHUA K CeTU MHTEpPHET Pas/IMyHoro
060pyA0BaHUA: TOProBbIX TEPMUHANOB M BAHKOMATOB, Y3/10B MPOMbILWIEHHOTO 060pyA0BaHUSA,
MOBUNbHLIX 0PUCOB, CUCTEM OXPaHbl M BUAEOHABNIOAEHMSA, MOHUTOPWHIA U YIPABAEHWUSA, @ TaKKe
APYrMX cMCTeMm, KOTopbIM TpebyeTtca 6bicTpoe NoAKAoYeHUE K ceTh MHTepHeT.

XapaKTepuctuku

OnepaunoHHaA cuctema

OC Poytepa

BctpoeHHoe MO Ha 6a3e OpenWRT 19, Bepcua aapa 4.14.162

AnnapaTtHan 4yacTb
Mpoueccop

MIPS 24KEc 580 Mhz
OnHammueckoe O3Y
128 Mb



GSM-moaynb

1xLTE Cat4
Konunyectso SIM-kapTt
2

O6bem flash-namatu
32 Mb

MNoppep)uBaemble CTaHAAPTbI M YACTOTDI
PaguoananasoHbl
4G LTE: FDD B1/B3/B7/B8/B20/B28A, TDD B38/B40/B41
3G: WCDMA B1/B8
2G: GSM/EDGE B3/B8

Pa3bémbl u uHTepdeiicobl
Pasbem Ethernet

10/100 M6uT/cek

Cnot SIM-kapTbl

Mini Sim

Pasbem SMA

ANA aHTeHHbl GSM
Pasbem nutaHua

Pasvem 6P6C

KHonKa cbpoca

KHOMKa cbpoca HacTpoek

CeTeBble pyHKLUMU

Routing

CTaTnueckan n AMHammyeckas mapuwpyTtmnsauma (OSPFv2, BGP )

Network protocols

PPP, PPPoE, IPoE (Static, DHCP Client), TCP, UDP, ARP, IPv4, ICMP, HTTP, HTTPS, TLS, SSL

Network Services

DHCP Server, NTP, DNS, VRRP, SSH, UPNP, SNMP, Telnet client, SMTP, NTRIP Client

Connection monitoring

Ping Reboot, Periodic Reboot, LCP and ICMP for link tracking

Firewall

Port forwarding, ZONE-based rules, NAT helpers (H.323, SIP-alg, etc), pre-cofigured firewall rules,
custom rules

DHCP

CraTuyeckoe n gMHammyeckoe pacnpegenenue IP agpecos, DHCP Relay, Relayd

DDNS

BbICTpble HACTPOMKM ANA OCHOBHbIX NPOBANAEPOB U BO3SMOXHOCTb PYYHOM HAaCTPOMKM 1A OCTasbHbIX
Network backup

VRRP; Wired, Mobile of WiFi WAN. Bo3MO*XHOCTb aBTOMATMYECKOro Nepexoa Ha ApYyroin KaHaa cBaA3u
(Automatic Failover).

MpekoHurypauma Firewall

Pre-configured firewall rules (managed via Web), unlimited firewall configuration; DMZ; NAT; NAT-T
MOHUTOPWHT 1 ynpasneHne

WEB Ul

poctyn no HTTP/HTTPS, ctatycHas cTpaHuLa, HacTpoKa 1 KoHdUrypauus, o6HoBAEHME NPOLLMBKY,
CUCTEMHbIN for

SSH

SSH (v1, v2)

SNMP

SNMP (v2c, v3)



Zabbix

Zabbix Agent

SMS

yTeHue n oTnpaska SMS, ynpasneHue cobbITUAMM

Modbus

MODBUS TCP Server

TyHHENn

PPTP, L2TP

MNopaeprkka pexxnma Client gna L2TPv2, L2TPv3

OpenVPN

BO3MOHOCTb NapanienbHol paboTbl HECKO/IbKUX KIMEHTOB M CEPBEPOB
Encryption AES-128-CBC, AES-192-CBC, AES-256-CBC

Ipsec

IKEv1, IKEV2. MogaeprknsatoTca mexaHnsmol wndposaHma: 3DES, AES128, AES192, AES256
GRE

GRE TUN (Layer 3), GRE TAP (Layer 2)

be3onacHocTb

Authentication

Pre-shared key, digital certificates, X.509 certificates

Attack prevention

DDOS prevention (SYN flood protection, SSH attack prevention, HTTP/HTTPS attack prevention), port
scan prevention (SYN-FIN, SYN-RST, X-mas, NULL flags, FIN scan attacks)
VLAN

Port and tag based VLAN separation

Access control

WiFl access control (MAC address filter)

dneKTpUYeCcKmne XxapaKTepucTuku
HanpseHne NnUTaHMA OT BHYTpeHHero 610Ka nuTaHusa AC
oT 8 00 30 B (NOCTOAHHbIN TOK)
MoTpebneHne Npu HanpsaKeHUU NUTaHuA
+12 B - 600 mA;
+24 B — 300 mA
BO3MOXHOCTb NMTaHMUA passive PoE-IN
*Port 0*

dusnyeckme XxapaKTepucTuKm
[unana3oH pabounx Temnepatyp
oT1-40°C po +65°C
lFabapuTbl (C y4uéTom pasbEMOB)
123 x 86 x 25 mm
Bec
He 6onee 150
MaTepuan Kopnyca
MnacTuk
CTeneHb 3aWmMTbl KOpnyca
IP30



